Code 33
Code 43
AID

Mobile emergency - clear this radio

channel.

TAC forces committed.
Public Safety Assistance

Phonetic Alphabet

Adam
Boy

Ida
John
King

EEXRgHIDOQOEEHMOOQm®

Mary

Charles
David
Edward
Frank
George
Henry

Lincoln

Nora
Ocean
Paul
Queen
Robert
Sam
Tom
Union
Victor
William
X-ray
Yellow
Zebra
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WHAT IS THE SEQUENCE TO REPORT DATA FOR A STANDARD DESCRIPTION?

Vehicles

g w N

Persons
1.

P O 00 Jo U Wi

= o

Item

Color
Year
Make
Body
License plate

Name

Race

Sex

Age

Height
Weight
Hair color
Eye color
Complexion

Physical marks,
(head to feet)

Clothing
Hat

Coat
Trousers
Socks
Shoes

HhDOQQ 0w

Shirt;tie

Example

Red over black

1984

Cadillac

Two door

6VWHO26 (given phonetically!)
tattoos, scars, limps, etc.



Appendix A. FTP sites with useful info:

ftp.eff.org

wiretap.spies.com

hpacv.com (mail postmaster@hpacv.com for info first)
phred.pc.cc.cmu.edu

quartz.rutgers.edu

uglymouse.css.itd.umich.edu

grind.isca.uiowa.edu

zero.cypher.com

cpsr.org /cpsr

cert.sei.cmu.edu

plains.nodak.edu

etext.archive.umich.edu

ftp bongo.cc.utexas.edu /pub/mccoy/computer-underground/
black.ox.ac.uk Dictionaries

ftp.win.tue.nl

world.std.com

clr.nmsu.edu

glis.cr.usgs.gov \ These two sites will give you
martini.eecs.umich.edu 3000 / whatever info you need about any city.

Apendix B. Interesting gophers:

gopher.eff.org 5070
gopher.wired.com

techno.stanford.edu
phred.pc.cc.cmu.edu

Appendix C. Informative USENET Newsgroups

alt.tcom

alt.forgery
alt.cyberpunk
alt.2600

alt.hackers (need to hack into this one)
alt.security
alt.security.pgp
alt.unix.wizards
misc.security
sci.computer.security
sci.crypt
sci.electronics
rec.pyrotechnics
sci.chem
alt.locksmith
comp.virus
comp.unix.admin
comp.protocols.tcp-ip



Also try IRC #hack. *** WARNING: May be lame at times!!! ***

Appendix D. Publications and Zines
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2600:The Hacker Quarterly

a technical journal put out by hackers

mail: email:
2600 2600@well.sf.ca.us
PO Box 752 emmanuel@well.sf.ca.us

Middle Island, NY 11953
PH:516-751-2600
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PHRACK

The electronic journal of hackers and phreakers.

Email: phrack@well.sf.ca.us
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WIRED
The magazine of the cyberculture.

Email: subscription@wired.com
infolwired.com

Or look for it on many newsstands.
ANANAANNNAANANANANANAANANAANAANANANAANANAANAANAANAANAANAANAANANANAANANAANAANANAANAANAANAANANNAANANAANAANANAANAANANAANANNAANAANAANAANANAANAANANAANAANAANAANAANAANAANAANAANAN
Fringe Ware Review
Email: fringeware@io.com
ANANANAANAANANANAANANANAANAANANAANANANAANAANANAANAANANANAANAANANANAANANANAANAANANANAANANAANAANAANANANAANAANANAANAANANANAANAANANAANAANANANAANAANAANAANAANAANAANAANAANAANAN
Iron Feather Journal
Mail:

IFJ

PO Box 1905
Boulder CO 80306

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAN

Groom Lake Desert Rat



Email: psychospy@aol.com
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Cybertek: The Cyberpunk Technical Journal

Mail:
Cybertek
PO Box 64
Brewster NY 10509
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LineNoiz

Email: dodger@fubar.bk.psu.edu
with
'subscription linenoiz <your.address>'
in the body of the message
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For more info on Zines then check out Factsheet Five and
Factsheet Five Electronic.

email: jerod23@well.sf.ca.us

APPLIED CRYPTOGRAPHY: PROTOCOLS, ALGORITHMS, AND SOURCE CODE IN C
Bruce Schneier, 1994, John Wiley & Sons. Comprehensive. VERY well
worth it to anyone into crypto.

Davis, Tenney L.: "Chemistry of Powder and Explosives."

Hogan, Thom: "The Programmer's PC Sourcebook" (Microsoft Press)
Russell: "Computer Security Basics"

Cornwall: "The (New) Hacker's Handbook"

"Cyberpunk" (forget the authors)

Kochan & Wood: "UNIX System Security"

Spafford & Garfinkel: " Practical UNIX Security"

Stohl, Clifford: "The Cuckoo's Egg"

Gasser, Morrie: "Building a Secure Computer System



THE RAINBOW SERIES
Can be obtained free from:
INFOSEC Awareness Office
National Computer Security Centre
9800 Savage Road
Fort George G. Meade, MD 20755-6000
Tel: 1-301-766-8729

"The Improvised Munitions Manual"

Appendix F. Files and Papers.
Morris & Thompson: "Password Security, A Case History"

Curry: "Improving the Security of your UNIX System"
available via FTP as 'security-doc.tar.Z'

Klein: "Foiling the Cracker: A Survey of, and Improvements to,
Password Security."
Archie search for 'Foiling'

Cheswick: "The Design of a Secure Internet Gateway"
available from research.att.com
/dist/Secure Internet Gateway.ps

Cheswick: "An Evening with Berford: in which a Cracker is Lured,
Endured and Studied"
available from research.att.com
/dist/berford.ps

Bellovin89: "Security Problems in the TCP/IP Protocol Suite"
available from research.att.com
/dist/ipext.ps.Z

Bellovin9l: "Limitations of the Kerberos Authentication System"
available from research.att.com

CERT: many various bits of info collected at cert.sei.cmu.edu

"Open Systems Security"
available from ajk.tele.fi(131.177.5.20)
/PublicDocuments

RFC-1244: "The Site Security Handbook"

"The Terrorist's Handbook"
how to make various explosive, propellants and
ignitors and also how to apply and use them

Appendix G. Catalogs
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Lockpicks
(from Belisarius)

You can get lockpicks from:

American Systems

2100 Roswell Road
Suite 200C-223
Marietta, GA 30062

Lock Pick Sets

Novice ($32.50):
11 pix, tension wrenches and a broken key extractor. Pouch.

Deluxe ($54.60):
16 pix, wrenches, extractor. Pocket size leather case.

Superior ($79.80):
32 pix, wrenches,extractor. Hand finished leather case.
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Explosives and other underground stuff

Loompanics is one of the major distributors of material relating to
the underground including explosives. You can get the catalog by
mailing:

Loompanics Unlim

P.0O. Box 1197

Port Townsend, Wash 98368
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Fake IDs, Technical Manuals on almost anything
(from CyberSorceror)

NIC/LAW ENFORCEMENT SUPPLY

500 Flournoy Lucas Road/Building #3

Post Office Box 5950

Shreveport, LA 71135-5950

Phone: (318) 688-1365 FAX: (318) 688-1367

NIC offers ids of ALL types just about, as well as how-to manuals on
EVERYTHING, posters, lock stuff, electronic surveillance stuff.
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Weapons, explosives, survival gear.



(from CyberSorceror)

Phoenix Systems, INC.
P.O. Box 3339
Evergreen, CO 80439
(303) 277-0305

Phoenix offers explosives, grenade launchers, incendiaries, tear gas
grenades, smoke grenades, pen gas sprayers, stun guns up to 120,000
volts, ballistic knives and maces (battering), armored personnel
carriers, saps/batons, booby traps, envelope clearing chemicals

turns envelopes transparent until it dries and leaves no marks (used
by postal service and FBI), survival stuff, radiation pills, gasoline
stabilizers for long term storage, emergency supplies, etc, more
how-to books on more illegal stuff than you'd ever have time to read.

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAANAN

Paladin Press
PO Box 1307
Boulder, CO 80306

Enclose $2 for the publishers of the "Action Library".
Books on lockpicking, wiretapping, etc.

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAANAN

US Cavalry Catalog
Army field manuals, etc.
Interesting hardware, just about any military equipment (no firearms)

Their Customer Service Number is as follows:
1-800-333-5102
Their Hours are:
9am-9pm, Monday-Friday
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For beige boxing, data com cracking/patching tools try:
TIME MOTION TOOLS

12778 BROOKPRINTER PLACE

POWAY, CA 92064-6810

(619) 679-0303
(800) 779-8170
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Chemicals and lab equipment!! Only requires SIGNATURE for proof of
age!
(from Neurophyre)

Hagenow Laboratories, Inc.
1302 Washington St.



Manitowoc, WI 54220

Send a crisp $1 bill and a request for a catalog. Tip: Don't order
all your pyro stuff from here. They DO keep records. Be safe.

Appendix H. PGP keys

None available currently
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